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Abstract. This research discusses intrusion detection systems based on computer
networks and a model for the detection of malware using artificial immune system
(AIS). The SIA has three main theories: the clonal selection, negative selection and
network theory. This work used the ClonalG algorithm developed by Castro &
Timmis (2002) [5] and implemented in Weka 3.6.4 for the intrusions detection in the
KDD 1999 database. Preliminary results indicate good results, since was obtained
77.92% accuracy in the classification of threats using CLONALG algorithm, and
92.69% of accuracy by using CLONALG and feature selection of a total of 494,021
processed registers.
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1 Introduction

1.1  Information Technologies and Security

The growth of information technology has generated a change in the world; currently the
use of technology is an obligation to achieve competition, both for companies and
organizations of all kinds. However, despite all the benefits that these technologies offer
there are many threats, which? Among all those who manipulate ICTs, which eleven
materialized cause irreparable damage, ranging from damage to the image of an entity or
person, millionaire losses and even loss of freedom or endangering human lives. Some of
the best-known cases include Sony Pictures, Home Depot [13], Celebgate, Stuxnet [12]
and Ransomware [14].

For these reasons technologies have emerged that help reduce the risks of using these,
within these tools are the intrusion detection systems [4]. This research proposes the
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evaluation of the intrusion detection system with a bioinspired heuristic known
as Artificial Immune System (AIS) [2].

Problem at Hands
Can an artificial immune system (AIS) detect and report intrusions in an institution?
Hypothesis

H. Through an artificial immune system is possible to detect and report intrusions in an
institution.

HO. Through an artificial immune system is not possible to detect and report intrusions in
an institution.

Structure of the document, in Section 2 we discuss the theoretical framework, in section
three the methodology used for this research as well as the description of the algorithm used
(CLONALG), the preprocessing of the database, and the results of an experiment using the
KDD cup 1999 database [18]. Finally, we present the conclusions, future work and our
conclusions.

2 Review of Literature

2.1 Information Technologies and Security

Whitman and Herbert (2011) in his work "Principles of information security" the define
information security as: "The Protection of Information and its critical elements
including the systems and the hardware that use stored and transmitted the
information" [15].

For that reason, the security of the information includes all those mechanisms, controls,
devices, best practices, etc., that ensure the 3 basic aspects of the information [8]:

. Availability: The information is available when it is required.

. Integrity: The information should not suffer any type of alteration; the
modifications to be made shall be solely done by processes or mechanisms known
in the treatment of it.

. Confidentiality: the information will be available to the persons entitled to it.
At the same time, according to [15] an intrusion is defined as:

"The satisfactory accesses to an information system in order to disrupt, modify, remove
or damage the information or integrity of the same™.
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2.2 Intrusion Detection System

Due to the exponential growth of the threats have emerged different types of tools that allow
us to their detection and mitigation, among these are the physical and logical tools; within
the physical tools there are: Firewalls, content filtering, intrusion prevention system (IPS),
among others; within the logic are: Antivirus, Intrusion Detection Systems (IDS), etc.
Among of the tools the IDS have had enough popularity to the companies why? An IDS
consists of procedures that react to detect patterns of intrusion, this includes all those actions
taken by an organization when an intrusion is detected [15] due is difficult to know what an
attacker will do as explained in [24]. For this reason, the security of the information includes
all those mechanisms, controls, devices, good Practices, etc. that ensure the 3 basic aspects
of the information [8] which as mentioned in [25] represents a challenge for cyber law in
Mexico and abroad.

2.3 Artificial Immune System

The biological immune system is a collection of molecules with highly evolved procedures
that allow the identification and elimination of any substance foreign to the body that
protects [2, 3], the artificial immune system is a simulation of the biological functioning of
the immune system to perform specific tasks [5, 6].

The artificial immune system [10-11] has three main theories:
Clonal Selection:

. According to the work reported by [1], the clonal selection theory was proposed
by Frank Macfarlane Burnet in 1959 in his work "The clonal selection theory of acquired
immunity", the main idea of this theory states that cells are able to recognize antigens will
be those that will proliferate.

Negative Selection

. Kim & Bentley (2001) in their work “An Evaluation of Negative Selection in an
Artificial Immune System”, quoted that the theory of negative selection was proposed by
Stephanie Forrest in the year 1994 in his work "Self - no self-Discrimination in a
Computer", where the antibodies generated by the immune system reacts only against the
antigens by omitting any action against its own cells [16].

Network Theory
. According to [1] the theory of networks in the artificial immune systems was

proposed by Niels K. Jerne in 1974 in his work: "Toward a Network Theory of the Immune
System", in establishing a network of antibodies that recognize antigens.
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3 Methodology

The proposed methodology for this research is called KDD (knowledge data discovery); is
based on the works of [7, 17] we briefly explain it in the following figure.
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Fig. 1. Cycle generic data mining [7].

1) The test databases to be used in this research are: 1) the available on the Internet for the
KDD CUP 1999 tournament [18] (10% of 4 million records).

2) The data will be processed in Weka ClassAlgoss for validation, and presented in tables
and graphs.

3) We use SIA algorithms available in the WEKA 3.6.4. [19], the algorithm used in this
research is based on the work of [5].

4) According to [1] were run existing SIA algorithms in intrusion detection. For this
research is proposed ClonalG:

ClonalG Algorithm [5]

1. Beginning: Initial population created in a random way (P)
2. Antigen presentation: for each pattern, do:

a. Fitness function: present to the P population and determine its affinity for each
element in the P population;

b. Clonal Selection: select n1 elements with highest fitness function of P and
generate clones of these individuals in a proportional way according affinity to
antigen: highest the fitness, the greatest number of copies and vice versa;

c. Maturity of fitness: mutate all these copies with a ratio inversely proportional
regarding its fitness function according initial pattern: More fitness, mutation ratio
is lesser and vice versa. Add these mutated individuals to P and select the best
individual to preserve him as the memory "m" of antigen.

d. Dynamic goal: replace n2 number of individuals with less fitness function
(randomly generated) by the newest;
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3. Cycle: Repeat the step 2 until certain criterion is obtained.

5 The classification of the data shall be made using the ClonalG algorithm.

6) The results obtained will be compared among themselves and with other experiments

reported in the literature.

Experiment

For the testing of this research was used to the database of the KDD cup 1999, in the
competition that year of the KDD is proposed to build a model for the detection with the
ability to distinguish between "good" and "bad" connections, the database consists of about

4 million records with 42 attributes each, see Figures 2-3.

€+ 04 et
KDD Cup 1999 Data

Abstract

BB =B I B -

s

This i the dass set sed for The Thisd Inreenasional Knerwdidge Discovery and Data Mining Tools Competice, which was beld in conjunction with KDD-99 T

e, o model capale o ditinushing betwees bod”coanecoms, calld nusonsoc ks, e e s oepections. This dabas camains  srandard s of o 1o b e, mdumrluwa me iy ar i s \w inam Iwn nmark*‘lmmw

Informat iles:
 task desciptom. This 3 the origisadtsk decripion given 0 competiion prticipas.

Data files;

RO-<OMISCTion . Abml otz on 8 1ype inthe datn et hat has beea corrected (62607)

KD

]

Last modsfed: Octobes 29, 1999

Fig. 2. KDD cup data base [18].

Fig. 3. Available attributes in KDD cup data base.
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Figure 2 shows the web page where was downloaded the database, in figure 3 are
displayed the names of the 42 attributes of the database.
Subsequently, the database was imported through the Excel tool, as shown in figure 4.
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Fig. 4. Cleaning of the information in Excel.

Once preprocessed the BD, we proceeded to the analysis in Weka 3.6.4 running in Linux
platform, initially we started the ranking of all the 42 attributes achieving an accuracy of
77%, with an execution time of 91.8 seconds per model see figures 5-6.
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Fig. 5. Load data in Weka.

Research in Computing Science 122 (2016) 108 ISSN 1870-4069



Implementation of a Security Model for Malware Based on Artificial Immune System

Preprocess | Classify | Cluster | Assodate
Classifier

Chosse |CLONALG 80.1 43002000610 §

Test eptions
Use training set
Supplied test set

# Crosswvalidation  Folds (10
Percentage spiit

More options.
(Nom) dst_host_srv rerror rate |

Start
Result list iright-click for optians)

[12:44:33 - Immune, donalg.CLONALG

wighted dvg. 0.7 0.7 0.5 0.7

Classifier outpuf

Weka Explorer
Select attributes | Visualize

LR01

mew v
2.008 %

0

o
0
o
0

o
o
o
o
o
o

Fig. 6. Classification using CLONAL G, cross-validation 10 Folds.

In order to optimize the execution time and improve the accuracy, a selection feature
process was applied, the filter that reached a better accuracy was the GeneticSearch
CfsSubsetEval, which allows discarding 34 attributes and improving the accuracy of 77%
to 92%, with a running time of 34.18 seconds per model, see Figures 7-8.
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Fig. 7. Feature selection process.
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4 Results and Discussion

In this section are summarized - in a table- a comparative analysis of the experiments carried
out in this research, in columns 3 and 4 are shown precision and time for classification
process by using CLONALG on a full set of database fields; in columns 4 and 5 Precision
and time by using CLONALG and Feature selection process is presented. Columns 6 and 7
show improvements in precision and precision in time.

Table 1. Comparative Analysis for the two models of classification generated.

Time

Database Precision Time CG Precision CG + CG+ES Improvement Improvement
494021 Records  Clonal G (s) FS ) Precision Time (s)
KDDeup 77 g9 91.8 92.69% S418Add 949794 51.04
1999 to

As table 1 show by using feature selection, processing time decrease and precision
increase substantially. The use of artificial immune system through the use of the ClonalG
algorithm for classification of traffic in a network yielded very good results 92.69% of
accuracy. Yan and Yu (2006) in his work "AINIDS: an immune-based network intrusion
detection system" obtained 88 per cent of accuracy in classification [20]. Xiaojie Jinquan
Zeng et al. (2009) in their work "A self-adaptive negative selection algorithm used for
anomaly detection" obtained 88% of correct classification [21]. Itzhak Levin (2000) in the
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KDD-99 Classifier Learning Contest [18] obtained 92% of classification [22]. Our model
provides a better performance than those related works.

5 Conclusions and Future Work

Artificial Immune System is a promising technology to identify malware and intrusions in
computer networks, therefore our hypothesis is true. Artificial Immune System is very
important due its adaptive nature regarding other available technologies.

Preliminary results show AIS provides an acceptable technology to identify intrusions
regarding similar technologies. Feature selection reduces substantially the time to carry out
classification process and increase precision.

The results presented here are not in any way final, they represent only the first steps for
the generation of a robust model for intrusion detection system. We want to increase the
capabilities of this approach to detect intrusion in smart grids. We would like to compare
different SIA algorithms available in literature and with respect traditional algorithms like
J48 or a priori. As future work we plan to apply the methodology described above with
actual instances of an institute that experience IDS and include comparisons with other
well-known techniques like Bayesian Networks [23]. We would like to implement a
prototype system in R Language as described in [9].
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